The stability and economy of the electronic vehicle distribution network system is increasingly important as the number of electric vehicles in use continues to rise. An electric vehicle (EV) and Internet of things (IoT) charge scheduling method is proposed in this paper which uses smart contract in the distribution network (DN) with uncertain renewable energy output. Based on user charging demand and power grid load level, this paper explores peak load shifting, guiding EV charging options by electricity price to change the demand response of each node, thereby regulating the DN power quality. A smart contract is created between the user and the charging station to realize the electricity price renewal in the power flow calculation cycle. This enhances the rationality of electricity price formulation and reduces deviation between the forecast load and the actual load, ensuring the validity of the method to a certain extent. According to the achievement of the smart contracts signed with the charging station, users are given rewards or fines, which reduces the default rate of the user. This decentralized transaction process improves the security and completeness of the transaction. The feasibility of utilizing this method for the distributed power grid is verified through simulation on a 34-node test system. INDEX TERMS EV, power sensitivity, power flow calculation, price guidance, smart contract, Internet of Things.
I. INTRODUCTION
Power grid energy is gradually diversifying as the Internet and new energy technology continues to develop. Distributed energy shares the power supply of the power grid and reduces environmental pollution, but because of its dependence on the environment, it increases the instability of power system [1] . As the use of EVs increases, the large-scale charging of EVs will also have a significant impact on the stable operation and planning of the power system [2] , [3] . This impact is particularly evident when a large amount of users select fast charging modes. Such modes are different from diffusive and lowpower residential charging, which is more suitable for longdistance and energy-consuming residential charging. Because of the need for specific charging facilities, vehicle charging mainly occurs at fixed commercial charging stations, which results in increased centralization and scale of the charging station load.
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Faced with the increasing number of charging piles, user privacy protection and transaction security of decentralized power transactions must also be urgently solved. Block-chain technology provides a new solution for distributed resource storage, data protection and historical traceability, which can ensure the storage security and traceability of all historical data. To reduce the deviation between predicted load and actual load, users sign intelligent contracts with charging stations. By using block-chain intelligent contract technology, contracts are saved on block-chain in the form of computer code and automatically triggered to execute, providing a simple and effective settlement process.
The charging choice of EVs is a stochastic and dynamic problem. There are uncertainties in time and space, and users will make different decisions according to their behavior preferences and varying environmental conditions, thus affecting the distribution network load balance [4] , [5] . It is therefore necessary to guide the charging selection of electric vehicles to balance the power quality problems caused by renewable energy and reduce the impact of electric vehicle charging on the power grid. Domestic and foreign scholars have conducted pioneering research into the charging choice of electric vehicles. In [6] , a charging dispatching method for grid-based electric vehicles was proposed, which takes into account the uncertainty of wind and photovoltaic output, to reduce the peak-valley load difference and the cost of power purchase. However, the guidance provided by this method is limited, and the results do not correspond well with the predicted values. Literature [7] , [8] presented a load forecasting method for charging stations based on large data. Considering the accuracy and reliability of data sources, this method also has some limitations. For the application of block-chains in the field of EV, literature [9] adopted the EV charging strategy based on adaptive module to reduce grid fluctuation and charging cost. In [10] , the lightning network and intelligent contract technology was used in block-chain to provide a decentralized security model to improve the security of electric vehicle and charging pile transactions. Literature [11] proposed a smart grid platform EV participation scheme based on adaptive block-chain, which can minimize the power fluctuation level in the grid and the total charging cost of EV users. This paper uses power flow calculation to predict the line current of the distribution network short-term, formulates the electricity price according to the power sensitivity of the EV charging station node to the overload line, and introduces block-chain technology into the calculation cycle [12] . Within this methodology, the price of electricity is adjusted according to the number of charging vehicles at each charging station and the difference between the actual load and the predicted load is reduced. After responding to the charging decision, the user selects a suitable charging station to submit the power demand, and the charging station can obtain the charging information of the user, thereby improving accuracy of the information source. In addition, a smart contract is arranged between the user and the selected charging station. If the user completes the contract within the specified time, a certain amount of reward will be obtained, otherwise the owner's account will automatically deduct the corresponding liquidated damages. Using this method, the user default rate is reduced to some extent, and the response sensitivity of the pilot price to the line power flow adjustment is increased.
II. ELECTRIC VEHICLE CHARGING FRAMEWORK AND PROCESS A. OVERALL FRAMEWORK
The optimization of charging options for electric vehicle users has become an important issue due to the gradual popularization of electric vehicles, charging station planning and operation, and grid operation requirements. The charging decisions of electric vehicle users are influenced by various factors which include individual charging habits and preferences, charging station electricity price, road condition information, and battery charging status.
In this paper, user charging selection is completed in the vehicle navigation system of the EV. The vehicle navigation system can carry out an information interaction with the charging station. This system is predominantly comprised of the Internet of Things (IoT) and blockchain, and its overall framework is shown in Fig 1. Its three main components are the information center, central server, and navigation terminal [13] . The information center is the IoT module, which is mainly responsible for collecting the real-time dynamic traffic information, real-time electricity price issued by the distribution network control center to the charging station, and vehicle sate of charge (SOC) information. The central server is the IoT transaction buffer module, which buffers all kinds of transaction information transmitted by the IoT module, and sends the information of alternative charging stations and electricity prices to the navigation terminal. At the same time, the information terminal of the distribution network reads the charging request sent by the EV from the blockchain as the real-time load of charging station node and the basis for the periodic adjustment of the electricity price.
B. EV CHARGING SELECTION DECISION PROCESS
The decision-making process for a single EV user is shown in Fig. 2 .
1) ACQUIRE EV CHARGING DEMAND
For a single EV charging decision, it is first necessary to judge the charging demand of the vehicle. When the SOC of the EV is lower than the remaining power threshold S of the user charging habit or the remaining power cannot reach the purpose, the charging demand is triggered and the owner will choose to charge at the surrounding charging station. The charging requirements for EVs are as follows:
where C = 1 means that charging is required, and C = 0 means that charging is not required. The threshold S is determined by the charging habits and preferences of each vehicle owner and can be obtained from VOLUME 8, 2020 the historical charging data recorded by the EV terminal equipment, subject to a certain probability distribution. This is expressed as follows:
where Si is the SOC value that the user is ready to charge under the i-th charging habit, Pi is the probability that the i-thcharging habit occurs, and the sum is equal to 1.
2) CALCULATE THE RANGE AND OPTIONAL CHARGING STATION SET
By calculating the mileage Dr of the remaining battery SOC, it is found that the current remaining capacity can support the mileage of the vehicle:
where η is the average energy consumption per kilometer. When the remaining power is insufficient to support the vehicle to reach the destination, the charging demand is triggered, then all the charging stations in the Dr range are calculated according to the current position as an alternative charging station set. The charging station with the lowest electricity price is the optimal choice.
3) BASIC ELECTRICITY PRICE DEVELOPMENT AND UPDATE
The electricity price is set according to the charging demand and the system operating state. The charging station aims to achieve peak clipping and valley filling. To meet the constraints of customer charging demand and grid load balance, the real-time electricity price for the user is dynamically formulated, and the price includes points. The electricity price Cb and the electricity price Cd.
4) ENTER INTO THE CONTRACT TO COMPLETE A TRANSACTION
After the charging station releases the real-time electricity price, the user responds by selecting the charging station and signing the smart contract.The contract contains information including the electricity price, trading time, and default amount, and the user in the regulation. If the charging is completed within the time, a certain reward will be obtained. If the contract is abandoned, the corresponding fine will be deducted for the specific implementation scheme.
III. USER TRANSACTION METHOD BASED ON BLOCK-CHAIN TECHNOLOGY A. BASIC ELECTRICITY PRICE DEVELOPMENT AND UPDATE
The real-time electricity price for guiding the peak-filling valley is established according to the status of the distribution network. The line current of the distribution network is first predicted. Sensitivity calculation is then performed for the overload branch with the highest severity of voltage and power limit. Finally, the corresponding safety correction strategy is given to improve the safety and stability of the distribution network operation. Considering that the static voltage instability of the system is often caused by the transmission power of a weak branch exceeding its power transmission capability, active power constraint of the weak branch is proposed as the constraint target of static voltage stability (the active power flow of the branch is mainly affected by the node). The injection has an active influence, and the reactive power is increased or decreased according to the power factor.) The optimal compensation scheme and floating electricity price is formulated according to the compensation scheme in order to guide the charging of the electric vehicle to achieve the goal of load peaking and filling the valley.
The distribution network control center obtains the node voltage of each node and the active power of each branch through power flow calculation. If there is a branch overload, the sensitivity matrix of the active point injection active to the active change of the branch and the best compensation power (active power)must be calculated. Branch overload severity [14] Sij is obtained by Eq. (4):
where Pij is the active power of the branch, and Pijmax is the maximum active power that the branch can withstand. The active power Lij in the transmission line can be expressed by the polar coordinate AC power flow model according to Eq.(5). The power sensitivity of the highest branch power to the node injection power is as shown in Eq. (6):
where ∂Lij/∂Vi, ∂Lij/∂Vj, ∂Lij/∂δi, and ∂Lij/∂δj are obtained by formula (7):
where Gij and Bij are the conductance and susceptance of line i,j, respectively, Lij is the branch active power, Pi is the n-order node injection power, Vi and Vj are the voltage amplitudes of nodes i and j, respectively, and δi and δj are the phase angle of nodes i, j. The inverse matrix of the iterative equation for the Newton-Raphson method is obtained according to:
where P is the overload of the branch, P Ri is the load that should be adjusted for each load point, and S Ri and S Rj are the sensitivity of the charging station nodes i and j to the branch respectively. According to the current electricity pricing mechanism, the Cf expression of the charging station can be set as follows:
where Cb is the time-of-use electricity price of the charging station in operation. The time-sharing electricity price takes the construction cost of each charging station and the charging load margin as the influencing factors on the basis of the trough, average and peak time reference price of the grid, and surrounds the benchmark. As electricity prices fluctuate, Cd is the blocking electricity price for adjusting the grid congestion. When the system has no power limit, it means that no blockage occurs, no adjustment is made, and the electricity price is taken. The formulation of the blocking price Cd is considered from the relative level g and the absolute level h of the node load at the charging station [8] . The expressions are as follows:
where Ej represents the load of the EV j that is added to the charging station node, and k is a constant. When g > 0, it means that the load of the charging station node exceeds the load of the charging station at this time, and g is used as a penalty factor on the blocking price. When g < 0, it means that the load of the charging station is lower than the load that should be adjusted, and g is deducted as the bonus factor on the blocking price. The absolute level h of the charging station load is expressed as follows:
When h < 0, it indicates that the power sensitivity of the charging station node is negative, the load amount is relatively high, and h is used as a penalty factor to increase the blocking power price to reduce the load demand at the point. Additionally, the power negative compensation is completed to make the branch power tend to stable, and power sensitivity is negatively correlated with power negative compensation. When h > 0, it indicates that the power sensitivity of the charging station node is positive, the load amount is relatively low, h is deducted as the bonus factor in the floating electricity price, and the power positive compensation is completed by increasing the load demand. In this scenario, the power sensitivity and the power positive compensation are positive correlation. The blocking electricity price Cd of the charging station is:
where α and β are price adjustment factors, which are used to reflect the weight of g and h, which can be revised according to the feedback effect of the user, and Cr is the compensation unit price.
B. TRADING FRAMEWORK BASED ON BLOCKCHAIN TECHNOLOGY
The EV charging transaction framework designed in this paper is shown in Fig.3 . A decentralized trading mechanism is adopted to guide the EV users by establishing a realtime electricity price that is favorable for adjusting the load balance of power grid charging, thereby eliminating power quality disturbances caused by load imbalance. Each EV user will become a unified blockchain client, and the owner will receive an e-wallet containing real-time information on all transactions. After responding to the charging decision, the user selects the appropriate charging station to submit the power demand in combination with the price of the charging station, concludes the smart contract, and obtains the public key. The optimal control amount of each charging station is used as the condition for automatically pre-writing the smart contract. When the user completes the charging, the total power of the EV in the current period is calculated. If the compensation amount of the charging station exceeds the contract condition, Condition 1 is triggered, automatically updating the electricity price during the calculation period. This price will be the electricity price of the next user arriving at the charging station.
For all EVs that join the blockchain, the safety matrix Tp (according to the time when the EV arrives at the selected charging station area) is queued for charging, and the user signs the transaction with the public key as the transaction voucher. When the EV charging is completed, the smart contract Condition 2 is reached. According to the actual power consumption data of the user and the pre-agreed electricity price, the blockchain system automatically executes a contract to complete the transfer of funds and provides the corresponding reward for the contract. If the contract is breached, the corresponding liquidated damages will be automatically deducted from the account. Throughout the process, the smart meter keeps track of power usage including power, price, transaction time, and the default amount [15] - [17] , records it on the blockchain and broadcasts it to the entire network. The node reached a consensus.
Using blockchain technology, market participants can manage transactions spontaneously, and the information exchange between the EV and the distribution network can be completed through the smart contract. In the whole response process, real-time data sharing and automatic operation can be realized without the participation of a third party. This paper divides the automatic payment process of EVs into three steps. These include constructing the transaction security matrix Tp, user transaction voucher acquisition [18] , and identity verification and transaction settlement. The power flow calculation and electricity price update are in a cycle of 30 minutes, so a cycle is set for the transaction and a set of transactions is reached within this time frame.
(1) According to the local charging request of each charging station, the matrix T is formed in chronological order, then the matrix T is modified according to the time when the EV reaches the selected charging station area and the secure transaction matrix Tp is obtained.
(2) Each charging station obtains the hash value of the last local transmission, signs it through its own private key R, and packages the signature and public key H (R) to each EV with the security matrix in order, as the transaction voucher [19] . After charging the electricity submitted in accordance with the contract, two intelligent contracts are triggered and settled according to the electricity price agreed in the contract, the value transfer is completed, rewards are received,and it is announced to the network, and updated in the blockchain account book. If the transaction is not completed during the clearing period, the default penalty is automatically deducted from the user's wallet [20] .
• Charging stub master B obtains the hash hash value of the previous block, uses the private key to sign it to generate the public key H(R), sets the agreed charging amount and the updated electricity price, sends the public key H(R) to the electric car owner A, and keeps the hash key R.
• The EV owner provides the public key H(R) for charging the main verification key R, and if it matches the charging main B configuration opening key, the charging is completed.
• The EV owner A submits H(R) and triggers the smart contract, settles according to the electricity price agreed in the contract, completes the value transfer, and obtains the reward.
• The transaction will announce the transaction information in all directions, including the electricity price transaction time and reward or punishment amount, and update the blockchain ledger.
IV. METHOD VALIDATION A. PARAMETER SETTINGS
In this paper, the 34-node distribution network system and 36 network nodes are used for verification. The photovoltaic (PV) cells are added at node 34, and the predicted PV output power and short-term load forecast of the PV power plant are read into the distribution network control center for power flow. When the distribution network is in normal operation, the node voltage amplitude is [0.950, 1.050] pu, and the active limit of the line is 0.70 pu. Based on the results of the power flow calculation, the node voltage over-limit reactive power compensation and the branch power over-limit active compensation are shown in Table 3 and Table 4 respectively (see Appendix A, B). After the power flow calculation, the current power limit of the three branches is obtained. According to the priority, the block adjustment of branch 6-7 with the most severe active power limit is targeted. After adjusting the optimal load power shown in Table 1 , the node voltage and the branch power can be adjusted to the normal range, which proves the effectiveness of the method (see Appendix C, D for adjustment results).
B. CHARGING DECISION MAKING.
It is assumed that each EV is equipped with a car navigation device, which can obtain the road condition information and VOLUME 8, 2020 charging station electricity price data related to the charging decision in real time [21] (the current flow calculation takes 30 min as a cycle, the electricity price is also updated in 30 min cycles). The current EV trigger charging demand is set, and the nearest three charging stations are determined as 2, 3, and 5, respectively. The charging station is then selected by the user.
C. CLUSTER EV CHARGING ADJUSTMENT RESULTS
To verify the effectiveness of the power sensitivity-based charging decision method in this paper, the average power consumption of each household in the distribution network during the peak load period to 4 kW, and 500 households were set up in the area, with 550 EVs [22] that require fast charging every day. The average daily travel distance of the car was 54.3 km (see Appendix E for the probability distribution map). The time-of-use electricity price was the peak electricity price from 6 am to 11 pm in the daytime, and the trough price was from 11 pm in the night to 6 am the following day. In addition, the fast charging power is 50 kW.
To more accurately verify the effect of introducing blockchain technology and guiding the price of the peak to fill the valley, the reality that some owners may eventually abandon the execution of the contract for various objective reasons must be considered. According to experiments conducted in literature [23] the use of blockchain smart contracts can effectively reduce the default rate of users. This paper simulates the charging demand of EVs in one day by Monte Carlo method. After using the guiding price, the default rate was set to 0, 20%, and 40% to compare the load curve of the conventional load. As shown in Fig. 6 , the load before adjustment has obvious peaks and valleys. After adjusting the demand response by the charging decisions used in this paper, the daytime load tends to decrease, and at 6 am and 11 pm (the critical point of time-sharing electricity price division), a sudden drop in the vicinity occurs. However, as the default rate increased, the adjustment effect dropes significantly [24] .
The result of this experiment shows that the default rate is reduced and the load adjustment effect is improved. When the default rate of 20%, the charging curve of each charging station is as shown in Fig. 7 , in which charging station 5 has a relatively high total load due to the largest number of traffic branches connected to the network node. Based on the semi-invariant method and the Gram-Charlier series expansion [25] , random power flow calculation is performed on the system with the default rate of 20%. The voltage over-limit probability of the 33 nodes except the node 1 (balance node) in the distribution network is shown in Fig. 8 . It can be observed that after adjusting the demand response, the probability of each node exceeding the limit is reduced to a certain extent, and node 14 drops by up to 65.55%, which is more conducive to the safe operation of the power grid system.
V. CONCLUSION AND DISCUSSIONS
Charging choice has a great influence on stable operation of the power system for the random load of electric vehicles. Based on comprehensive consideration of user charging demand and grid load level, this paper aimed to cut the peak, reduce the valley, and guide charging price. EVs are charged to alter the demand response of each node to ensure the stability of the grid. By creating a smart contract between the user and the charging station, adjusting the electricity price during the power flow calculation cycle, and enhancing the rationality of the electricity price setting, the default rate selected by the user is reduced, and the effectiveness of the method is guaranteed a certain extent. When the EV is charged on demand, the smart contract conditions are fulfilled, the system automatically executes the contract, and the transaction is completed. This decentralized transaction process improves the security and completeness of the transaction.
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